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Abstract

The development of information technology has created new opportunities for
cybercrime and generated challenges for Indonesia’s criminal justice system. This
study aims to analyze the regulation of cybercrime within the Indonesian criminal
law system and examine criminal law strategies for its prevention and
countermeasures. This research employs a normative-empirical method with a
qualitative approach by examining legislation, legal documents, and relevant
academic literature. The analysis focuses on the Criminal Code, the Electronic
Information and Transactions Law, the Personal Data Protection Law, and the
Telecommunications Law. The findings indicate that Indonesia has established a
broad legal framework for addressing cybercrime, particularly through Law Number
1 of 2024 as the Second Amendment to the Electronic Information and Transactions
Law. However, law enforcement continues to face challenges concerning
jurisdiction, offender identification, technological developments, institutional
capacity, and electronic evidence. Therefore, effective cybercrime countermeasures
require an integrated approach combining penal and non-penal policies, digital
literacy, electronic evidence management, institutional capacity building, personal
data protection, and international cooperation. Strengthening regulatory
harmonization and adaptive law enforcement is essential to ensure effective legal
protection in the digital environment.
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1. Introduction

The development of information and communication technology has changed the
pattern of people's interactions in various fields, including trade, public services,
communication, and information exchange. Dependence on the digital space also
creates opportunities for the emergence of various forms of cybercrime that are
increasingly diverse and complex. Cybercrime is not only related to attacks on
computer systems, but also includes the misuse of electronic transactions, theft or
misuse of data, digital fraud, and other actions that utilize information technology as
a means and targets of crime (Suhaemin & Muslih, 2021; Ariyaningsih et al., 2023).
The acceleration of digitalization thus needs to be followed by the ability of the law
to provide adequate protection, certainty, and law enforcement mechanisms.

The characteristics of cybercrime pose its own problems for the criminal law
system because acts can be carried out through electronic networks, use identities
that are difficult to trace, and involve data and systems in different jurisdictions. This
condition causes conventional criminal law approaches to face challenges in
determining jurisdiction, identifying perpetrators, obtaining evidence, and ensuring
criminal accountability. Wijaya and Arifin (2020) show that the cross-border
character of cybercrime requires legal instruments and cooperation that are able to
bridge jurisdictional differences. In line with that, Anwary (2022) emphasized that
the effectiveness of cybercrime prevention does not only depend on the existence of
regulations, but also on institutional capacity and law enforcement.

In the Indonesian legal system, cybercrime regulation has developed through
several legal instruments. Law Number 11 of 2008 concerning Electronic
Information and Transactions (UU ITE), as amended through Law Number 19 of
2016 and finally through Law Number 1 of 2024, is one of the main bases in
regulating acts related to information and electronic transactions. The latest
amendment is directed to provide legal certainty and protect the public interest from
misuse of information, documents, technology, and electronic transactions. In
addition, Law Number 27 of 2022 concerning Personal Data Protection provides a
special legal framework for personal data protection which is increasingly relevant
in dealing with digital crime.

These regulations need to be placed within a broader criminal law framework.
Law Number 1 of 2023 concerning the Criminal Code (KUHP) is an important part
of the reform of the national criminal law, while Law Number 36 of 1999 concerning
Telecommunications provides the basis for regulating the implementation of
telecommunications related to the use of networks and communication technology.
Suryani and Azhari (2020) and Melani et al. (2020) show that the development of
digital criminal law needs to consider aspects of protecting rights, privacy, and non-
conventional character from technology-based crimes.

Another problem lies in proof. The digital nature of cybercrime causes electronic
evidence to have a strategic position in the law enforcement process. Hardinanto et
al. (2023) emphasized the importance of computer forensics in obtaining and
analyzing electronic documents as evidence, while Wiarti (2023) and Mantik et al.
(2022) discussed the position and legality of digital evidence in cybercrime cases.
Thus, the effectiveness of cybercrime prevention is not enough only through
criminalization, but also requires a mechanism for proof and law enforcement that is
able to adapt to technological developments.

Previous studies have discussed the characteristics of cybercrime, regulatory
developments, criminal law policies, and the position of electronic evidence
(Nugroho & Chandrawulan, 2022; Anwary, 2023; Nadriana & Sukmana, 2022;
Kasim, 2024; Fairuzzen et al., 2024). However, there is still a need for a discussion
that integrates aspects of cybercrime regulation in the Indonesian criminal law
system with enforcement challenges and its prevention and countermeasures in a
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comprehensive manner. Therefore, this study aims to analyze cybercrime regulation
in the Indonesian criminal law system and evaluate legal approaches that can be used
to improve the effectiveness of prevention and countermeasures.

Based on this description, this study formulated two research questions: (1) How
is cybercrime regulated in the Indonesian criminal law system based on the
development of relevant laws and regulations? (2) What are the criminal law
strategies that can be applied to improve the prevention and control of cybercrime
in Indonesia?

2. Methods

This study uses a normative-empirical legal research method with a qualitative
approach. The normative approach is used to analyze the legal provisions that
govern cybercrimes in the Indonesian criminal law system, while the empirical
approach is used to understand the application of these provisions in efforts to
prevent and counter cybercrime. The research is carried out through the study of
laws and regulations, legal documents, scientific literature, and various information
related to the development and enforcement of cybercrime in Indonesia. The analysis
is carried out in a descriptive-analytical manner by linking the applicable legal
provisions with legal problems that arise due to the development of information
technology.

The primary legal materials in this study include the Constitution of the Republic
of Indonesia in 1945, Law Number 1 of 2023 concerning the Criminal Code, Law
Number 11 of 2008 concerning Information and Electronic Transactions as amended
through Law Number 19 of 2016 and finally through Law Number 1 of 2024
concerning the Second Amendment to Law Number 11 of 2008 concerning
Electronic Information and Transactions, Law Number 27 of 2022 concerning
Personal Data Protection, and Law Number 86 of 1999 concerning
Telecommunications. The ITE Law is the main instrument in the research because
it regulates various acts related to the misuse of information, documents, systems,
and electronic transactions, including provisions regarding electronic evidence. Law
Number 1 of 2024 is also an important concern because it updates a number of
provisions in the ITE Law and adjusts them to the needs of the development of the
digital space.

Secondary legal materials consist of scientific journal articles, books, research
results, and academic publications relevant to cybercrime, criminal law policy, digital
law enforcement, electronic evidence, and personal data protection. These materials
are used to strengthen analysis of the legal problems being studied. Meanwhile,
supporting materials are used to gain an understanding of technological
developments and the characteristics of cybercrime.

The collection of materials was carried out through literature studies and
searches of relevant legal documents. All materials obtained were then classified
based on the themes of cybercrime regulation, law enforcement, electronic proof, and
prevention and countermeasures strategies. F'urthermore, data and legal materials
were analyzed qualitatively by interpreting legal provisions, comparing them with
the development of cybercrime problems, and drawing the relationship between
legal norms and law enforcement needs. The results of the analysis were used to
answer two research questions regarding cybercrime regulation in the Indonesian
criminal law system as well as criminal law strategies that can be applied to improve
cybercrime prevention and countermeasures. Law Number 27 of 2022 is also used as
an important basis for analyzing personal data protection related to cybercrime.
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3. Results and Discussion

3.1 Regulation of Cybercrime in the Indonesian Criminal Law System

Cybercrime is a form of crime that has difterent characteristics from conventional
crimes because it utilizes information technology and electronic networks as means
and objects of crime. This character causes the boundaries of space and time to
become increasingly unclear so that an act can be carried out without the physical
presence of the perpetrator at the place where the consequences occur. Suhaemin and
Muslih (2021) explained that cybercrime has a virtual character, perpetrators can
hide their identities, and technological developments create forms of crime that are
difficult to reach by conventional legal mechanisms. The development of
digitalization is also related to the increasing chances of technology-based crime, so
a legal system that is able to keep up with these changes is needed (Ariyaningsih et
al., 2023).

In the Indonesian legal system, the regulation of cybercrime does not only rely
on one regulation, but is spread across several legal instruments. Law Number 11 of
2008 concerning Information and Electronic Transactions is an important basis for
regulating criminal acts committed through electronic systems. These provisions
were then amended through Law Number 19 of 2016 and finally through Law
Number 1 of 2024. The development of these regulations shows that the law needs
to be adapted to changes in technology and the needs of the digital society. Melani
et al. (2020) placed criminal law policy in the field of electronic transactions in
response to the emergence of non-conventional criminal acts in the digital space.

The regulation of cybercrime must also be placed within the framework of the
national criminal law as a whole. Law Number 1 of 2023 concerning the Criminal
Code is part of the national criminal law reform, while the I'TE Law functions as one
of the special instruments that regulates acts related to information and electronic
transactions. Suryani and Azhari (2020) show that the reform of criminal law policies
in dealing with digital crime must pay attention to technological developments as
well as ethical aspects and privacy protection. Thus, cybercrime regulation needs to
create a balance between the interests of law enforcement and the protection of
people's rights.

In addition to the ITE Law and the Criminal Code, Law Number 27 of 2022
concerning Personal Data Protection has increasing relevance in the cybercrime
legal system. The misuse of personal data can be part of a series of digital crimes so
that data protection cannot be separated from cybercrime prevention policies. The
legal framework was then strengthened by Law Number 36 of 1999 concerning
Telecommunications which provides the basis for regulating the implementation of
telecommunications. Thus, there is a relationship between the regulation of digital
crimes, data protection, and the implementation of communication networks.

Another problem in regulating cybercrime is jurisdiction. The cross-border
nature of cyberspace can cause perpetrators, victims, devices, and data to be in
different legal locations. Wijaya and Arifin (2020) emphasized the importance of
international legal instruments and cooperation between countries in dealing with
transnational cybercrime. These jurisdictional issues are also related to the need for
harmonization and the development of legal approaches that can effectively reach
digital crimes (Nadriana et al., 2022).

Based on the results of the analysis, cybercrime regulation in Indonesia has
formed a relatively broad legal framework through the Criminal Code, ITE Law,
PDP Law, and telecommunications regulations. However, the existence of various
legal instruments does not automatically guarantee the effectiveness of
countermeasures. Nugroho and Chandrawulan (2023) show that the development of
cybercrime still poses challenges even though various countries have developed
cybersecurity regulations and systems. Therefore, cybercrime regulation must be
understood as a system that continues to develop and requires harmonization
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between criminal law, information technology law, data protection, and cross-
jurisdictional cooperation mechanisms.

3.2 Criminal Law Strategy in Cybercrime Prevention and Countermeasures
in Indonesia

Cybercrime countermeasures cannot only be carried out through the
establishment of criminal provisions, but require a legal strategy that includes
prevention, enforcement, proof, and institutional capacity building. The dynamic
character of cybercrime means that criminal law must be able to respond to changes
in modes and technologies used by perpetrators. Kasim (2024) assesses that criminal
law policy is an important part of dealing with cybercrime because the development
of digital crime takes place faster than regulatory changes. Countermeasures
strategies thus need to be carried out in an adaptive and sustainable manner.

The first approach is penal policy through criminalization and law enforcement.
The ITE Law, as last amended through Law Number 1 of 2024, provides a legal
basis for various acts related to the misuse of information and electronic systems.
The existence of these criminal provisions needs to be supported by consistent legal
application so that the norms that have been formed can provide the effect of legal
protection and certainty. Melani et al. (2020) explained that criminal law policies in
electronic transactions are needed in response to changes in the form of crime due to
technological developments. Meanwhile, Anwary (2022) shows that the effectiveness
of cybercrime eradication is related to the quality of the legal framework and the
ability of public institutions to implement it.

The law enforcement aspect also depends heavily on the ability of the authorities
to handle the characteristics of digital crime. Cybercrime often leaves a trail in the
torm of electronic data that requires special methods to obtain, maintain, and analyze
it. Hardinanto et al. (2023) explained that computer forensics has an important role
in ensuring the authenticity of information or electronic documents so that they can
be used in the proof process. In line with that, Wiarti (2024) emphasized that the
legality of electronic evidence is not only related to its existence, but also to the
fulfillment of material and formal requirements as well as the support of digital
torensics and expert testimony.

The position of digital evidence is also a challenge because electronic information
can be altered, deleted, or manipulated. Mantik et al. (2022) point out the importance
of proper procedures in the use of digital evidence and the need to ensure the
authenticity and integrity of evidence in legal proceedings. Therefore, improving the
ability of investigators, public prosecutors, judges, and experts to understand digital
technology is an important part of cybercrime countermeasures strategies.

In addition to penal policies, a non-penal approach needs to be developed through
increasing digital literacy, information security awareness, strengthening network
security systems, and protecting personal data. Nugroho and Chandrawulan (2023)
emphasized the importance of increasing user awareness and security strategies to
create a safer digital environment. These efforts are in line with the needs of the
implementation of Law Number 27 of 2022 concerning Personal Data Protection,
especially in encouraging responsible data management and reducing the risk of data
misuse.

The next strategy is to strengthen cooperation between agencies and between
countries. The nature of cybercrime that can go beyond the boundaries of
jurisdiction makes national law enforcement sometimes require information
exchange, mutual legal assistance, and international cooperation mechanisms.
Wijaya and Arifin (2020) place international cooperation as an important part of
dealing with cybercrime that has a cross-border dimension. Nadriana et al. (2022)
also show that the character of cyberspace poses challenges to the application of legal
principles and requires the development of an approach that is in accordance with
the character of digital crime.
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Thus, cybercrime countermeasures in Indonesia need to use an integrated
approach that combines penal and non-penal policies. Penal policies provide the basis
for criminalization and law enforcement, while non-penal policies function to reduce
the chances of crime through education, technological security, data protection, and
increasing public awareness. IFairuzzen et al. (2024) emphasized that legal
developments must go hand in hand with the development of cybercrime so that
regulations are not left behind from technological changes. This integrated approach
is an important basis for building a cybercrime countermeasures system that is more
adaptive, effective, and oriented towards community protection.

4. Conclusion

This study shows that cybercrime is a form of crime that has dynamic, cross-
border characteristics, and is highly dependent on the development of information
technology so that it requires an adaptive criminal law system. The regulation of
cybercrime in Indonesia has been supported by several legal instruments, especially
Law Number 1 of 2023 concerning the Criminal Code, Law Number 11 of 2008
concerning Information and Electronic Transactions and the latest amendments
through Law Number 1 of 2024, Law Number 27 of 2022 concerning Personal Data
Protection, and Law Number 36 of 1999 concerning Telecommunications. The
existence of these various regulations shows that there are efforts to build a legal
framework that is able to provide a basis for criminalization, community protection,
and law enforcement against crime in the digital space.

However, the existence of regulations does not fully guarantee the effectiveness
of cybercrime countermeasures. Challenges still lie in determining jurisdiction,
identifying perpetrators, developing crime modes, the capacity of law enforcement
officials, and the collection and proof of electronic evidence. Therefore, cybercrime
countermeasures strategies need to be carried out in an integrated manner through
penal and non-penal policies. Penal policies need to be strengthened through law
enforcement, capacity building of apparatus, and optimization of digital evidence,
while non-penal policies can be carried out through digital literacy, increasing
cybersecurity awareness, protecting personal data, and strengthening cooperation
between agencies and between countries. This approach is needed to build a
cybercrime countercrime system that is eftective, adaptive, and able to provide legal
protection amid the development of digital technology.
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