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ABSTRACT  

Digital transformation has fundamentally reshaped the interaction between the state, 

society, and digital platforms, while simultaneously creating new challenges for the 

protection of citizens' constitutional rights. This study aims to analyze the 

effectiveness of the existing legal framework and the urgency of strengthening 

regulations in safeguarding constitutional rights in the digital era. The research 

employs a normative juridical method using statutory and conceptual approaches, 

supported by a literature review of scholarly sources indexed in Google Scholar from 

the last five years. The findings indicate that Indonesia has established a relatively 

comprehensive legal foundation through the 1945 Constitution of the Republic of 

Indonesia, Law No. 27 of 2022 on Personal Data Protection, and Law No. 11 of 2008 

on Electronic Information and Transactions as amended by Law No. 1 of 2024. 

However, the effectiveness of these regulations remains constrained by enforcement 

gaps, institutional limitations, and the rapid evolution of digital technologies. 

Moreover, emerging risks such as personal data breaches, digital surveillance, and 

technological inequality highlight the urgency of strengthening regulatory 

frameworks that are more adaptive and human rights-based. The study concludes that 

a digital constitutionalism approach is essential to ensure that constitutional rights 

protection remains effective amid ongoing digital transformation. 

 

Keywords: Constitutional Rights, Data Protection, Digital Constitutionalism, Digital 
Transformation, Legal Regulation. 
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1. | INTRODUCTION   

Digital transformation has become one of the most significant phenomena in the 

development of modern law that has not only changed the pattern of social interaction, 

but also reshaped the relationship between the state, citizens, and technology. This 

change has direct implications for the concept of constitutional rights, which was 

previously rooted in physical space, now has to adapt in a digital space that is cross-

border, fast, and data-driven. In this context, the protection of constitutional rights is no 

longer only concerned with the vertical relationship between the state and citizens, but 

also involves non-state actors such as digital platforms and technology service 

providers that have a great influence on individual data and behavior. Several studies 

confirm that digital transformation has created new challenges in the protection of 

human rights, particularly related to privacy and freedom of expression in cyberspace 

(Tikhomirov et al., 2021). 

The development of information and communication technology has expanded the 

concept of constitutional rights, especially the right to privacy and protection of 

personal data. In the digital environment, personal data is a very valuable asset that is 

vulnerable to misuse, both by the private sector and by state entities. This condition 

encourages the birth of the need for regulations that are able to provide comprehensive 

protection for citizens' personal data. In Indonesia, the ratification of Law Number 27 

of 2022 concerning Personal Data Protection (PDP Law) is an important milestone in 

this effort. This law affirms that every individual has the right to control his or her 

personal data, including the right to access, correction, and deletion of data. Studies 

show that the existence of this regulation is a response to the increasing risk of privacy 

violations in the digital era (Yuniarti, 2019). 

Nevertheless, although the legal framework has begun to be built, the 

implementation of constitutional rights protection in the digital space still faces various 

challenges. One of them is the imbalance between the interests of technological 

innovation and the protection of individual rights. Digital platforms often collect and 

process user data at scale without the full understanding of the data owner, potentially 

violating the consent-based principle. In this context, the literature shows that the main 

challenge lies not only in the availability of regulations, but also in the effectiveness of 

law enforcement and supervision of digital actors (Safiranita et al., 2021). 

On the other hand, Law Number 11 of 2008 concerning Information and Electronic 

Transactions (UU ITE) as amended by Law Number 1 of 2024, also plays an important 

role in regulating activities in the digital space, including freedom of expression and 

legal limits in the use of information technology. However, this regulation often raises 

debates regarding the potential restriction of the right to freedom of expression 

guaranteed by the constitution. This shows the tension between the protection of 

constitutional rights and the need for the state to maintain order in the digital space 

(Turner et al., 2022). 



  
Sujianto 

 

123 

Furthermore, the concept of digital constitutionalism is beginning to develop as a 

new approach in understanding the relationship between constitutional law and digital 

technology. Digital constitutionalism emphasizes that constitutional principles such as 

the rule of law, human rights protection, and power restrictions must remain valid in 

the digital space. Thus, the state has an obligation to ensure that digital transformation 

does not reduce the quality of protection of citizens' rights, but rather strengthens them 

through adaptive legal mechanisms (Aditya & Al-Fatih, 2021). 

In addition, comparisons with international standards such as the General Data 

Protection Regulation (GDPR) show that many countries have already developed more 

comprehensive data protection frameworks. This puts normative pressure on 

developing countries to strengthen their domestic regulations to align with global 

standards. In the Indonesian context, this is reflected in efforts to harmonize the PDP 

Law and international data protection practices (Sinaga & Putri, 2020). 

Thus, it can be understood that the protection of constitutional rights in the era of 

digital transformation is a multidimensional issue that includes legal, technological, and 

public policy aspects. This complexity demands a legal approach that is not only 

normative, but also adaptive to very rapid technological developments. Therefore, it is 

important to examine the extent to which existing regulations have been effective in 

providing protection of citizens' constitutional rights in the digital space, and why 

strengthening these regulations is becoming increasingly urgent in the context of ever-

changing technological developments. 

Based on this description, the formulation of the problem in this study is: RQ1: 

How effective are existing legal regulations in protecting the constitutional rights of 

citizens in the era of digital transformation? RQ2: Why is strengthening the regulation 

of constitutional rights protection in the era of digital transformation an urgent issue to 

be studied and further developed? 

2. | RESEARCH METHOD  

This research uses a normative juridical approach, which is a legal research method 

that focuses on the study of applicable positive legal norms, including laws and 

regulations, legal doctrines, and scientific literature that are relevant to the issue of 

protecting citizens' constitutional rights in the era of digital transformation. This 

approach was chosen because the problems studied are not only related to empirical 

implementation, but rather focus on the analysis of the structure of legal norms that 

govern the relationship between the state, citizens, and the digital space. In this context, 

law is understood as a system of norms that must be able to provide protection for 

constitutional rights, especially in the face of the dynamics of digital technology that 

continues to develop. As stated in the literature, the study of law in the digital era 

requires a normative approach that is able to bridge the gap between technological 

developments and the principles of constitutionalism (Safiranita et al., 2021). 
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The source of legal materials in this study consists of primary, secondary, and 

tertiary legal materials. Primary legal materials include the 1945 Constitution of the 

Republic of Indonesia, especially the provisions regarding human rights in Articles 28A 

to 28J, Law Number 27 of 2022 concerning Personal Data Protection, and Law Number 

11 of 2008 concerning Information and Electronic Transactions as amended by Law 

Number 1 of 2024. These three regulations are the main basis for analyzing the 

protection of constitutional rights in the digital space. Meanwhile, secondary legal 

materials include scientific journals, academic articles, and research results indexed by 

Google Scholar with a span of the last five years that discuss issues of digital 

constitutionalism, personal data protection, and cyber law. 

The analytical approaches used in this study are the statute approach and the 

conceptual approach. The legislative approach is used to examine the conformity and 

harmonization between legal norms that govern the protection of constitutional rights 

in the digital space, while the conceptual approach is used to examine legal concepts 

such as constitutional rights, digital privacy, and digital constitutionalism. Thus, this 

study not only describes existing legal norms, but also evaluates their relevance and 

effectiveness in responding to the challenges of digital transformation. 

The technique of collecting legal materials is carried out through library research, 

which is by examining various legal literature, scientific journals, and relevant laws and 

regulations. The data obtained was then analyzed qualitatively using a descriptive-

analytical method, namely by describing and interpreting legal materials to find 

patterns, relationships, and normative gaps in the protection of constitutional rights in 

the digital era. This approach allows researchers to identify the extent to which existing 

regulations have been able to provide effective legal protection for citizens' rights in the 

digital space. 

In the perspective of legal theory, this study also uses the framework of digital 

constitutionalism which emphasizes the importance of adapting constitutional 

principles in the digital space. This concept emphasizes that the state still has an 

obligation to protect the basic rights of citizens even though the space for interaction 

has shifted to the digital realm, so harmonization between technological developments 

and the principle of the rule of law is needed (Aditya & Al-Fatih, 2021). 

3. | RESULTS AND DISCUSSION 

The Effectiveness of Constitutional Rights Protection Regulations in the Digital 

Era 

The effectiveness of regulations in protecting the constitutional rights of citizens in 

the era of digital transformation can be analyzed through the extent to which existing 

legal instruments are able to answer the dynamics of the increasingly complex digital 

space. In the Indonesian context, the main legal framework used includes the 1945 

Constitution of the Republic of Indonesia, especially Articles 28A to 28J which 

guarantees human rights, Law Number 27 of 2022 concerning the Protection of 
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Personal Data (PDP Law), and Law Number 11 of 2008 concerning Information and 

Electronic Transactions as amended by Law Number 1 of 2024. These three instruments 

normatively form the foundation for the protection of constitutional rights in the digital 

space, but their effectiveness is highly dependent on the implementation and 

harmonization of these legal norms. The literature shows that although legal 

frameworks have evolved, there is still a gap between legal norms and the reality of 

rights protection in the digital space (Tikhomirov et al., 2021). 

From a constitutional perspective, the 1945 Constitution provides a solid basis for 

the protection of the right to privacy, freedom of expression, and the right to obtain 

information. However, its general and abstract nature makes its implementation require 

more technical and operational derivative regulation. In this case, the PDP Law 2022 is 

present as a specific instrument that regulates the protection of personal data as part of 

the constitutional right to privacy. This law gives data subjects the right to control the 

use of their personal data, including the right to access, correction, and deletion of data. 

However, its effectiveness still depends on institutional readiness and adequate 

supervision infrastructure (Yuniarti, 2019). 

Meanwhile, the ITE Law jo. Law No. 1 of 2024 functions as the main regulation 

that regulates behavior in the digital space, including electronic transactions and 

freedom of expression. Although this regulation aims to create order in cyberspace, in 

practice there is still criticism related to the potential restriction of constitutional rights, 

especially in the context of freedom of expression. Provisions that are multi-interpreted 

in several articles often create legal uncertainty, which can ultimately affect the 

effectiveness of protecting citizens' rights (Safiranita et al., 2021). 

Furthermore, the effectiveness of regulations is also influenced by the state's 

capacity to enforce law in the digital space. The main challenge that arises is the cross-

border, dynamic nature of the digital space that involves non-state actors such as global 

digital platforms. This causes the state not always to have full control over the data and 

digital activities of its citizens. In this context, research shows that one of the main 

weaknesses of digital regulation is the lack of enforcement mechanisms that are 

adaptive to technological developments (Turner et al., 2022). 

In addition, another important aspect in assessing the effectiveness of regulations 

is the protection of the principle of consent in the processing of personal data. In 

practice, many users of digital services do not fully understand how their data is 

collected and used. This shows that there is a gap between the legal norms that 

guarantee data protection and the reality of implementation in the field. Studies show 

that personal data protection in the digital age still faces serious challenges in terms of 

transparency and accountability of data managers (Haganta, 2020). 

In a comparative perspective, international standards such as the General Data 

Protection Regulation (GDPR) show that the effectiveness of regulations is largely 

determined by strong oversight mechanisms and strict sanctions. Compared to the 

GDPR, Indonesia's PDP Law is still in the early stages of implementation so its 
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effectiveness cannot be fully measured optimally. The comparative literature shows that 

the main difference lies in the level of regulatory maturity and readiness of law 

enforcement institutions (Sinaga & Putri, 2020). 

In addition, digital transformation also strengthens people's dependence on digital 

platforms which ultimately creates new power relations between users and service 

providers. In this condition, legal regulations often lag behind compared to the very 

rapid development of technology. Therefore, several studies emphasize the importance 

of a digital constitutionalism approach to ensure that human rights principles remain 

protected in the digital space (Aditya & Al-Fatih, 2021). 

Based on this analysis, it can be concluded that the effectiveness of constitutional 

rights protection regulations in the digital era is still partial and emerging effectiveness. 

Although normatively Indonesia already has a fairly complete legal framework through 

the 1945 Constitution, the 2022 PDP Law, and the 2024 ITE Law, the challenges of 

implementation, law enforcement, and the digital literacy gap of the community are still 

the main obstacles in achieving optimal effectiveness. 

The Urgency of Strengthening Regulations for the Protection of Constitutional 

Rights in the Era of Digital Transformation 

The urgency of strengthening regulations for the protection of constitutional rights 

in the era of digital transformation arises from the increasing complexity of interactions 

between technology, data, and human rights that can no longer be fully accommodated 

by traditional legal frameworks. Digital transformation has created a new space that is 

fluid, without geographical boundaries, and dominated by large-scale data management 

by state and non-state actors. This condition poses a serious risk to citizens' 

constitutional rights, especially the right to privacy, freedom of expression, and the 

protection of personal data. Several studies have shown that the development of digital 

technology has exceeded the ability of legal regulation to provide effective protection 

of these fundamental rights (Tikhomirov et al., 2021). 

One of the main reasons for the urgency of strengthening regulations is the 

increasing potential for systemic personal data breaches. Personal data is now a very 

valuable economic commodity in the digital ecosystem, so it is prone to misuse by 

parties with economic and political interests. Although Law Number 27 of 2022 

concerning Personal Data Protection has provided a strong legal basis, its 

implementation still faces challenges in terms of enforcement, supervision, and public 

awareness. The literature shows that without a strong enforcement mechanism, data 

protection regulations risk becoming normative without a substantive impact on the 

protection of citizens' rights (Yuniarti, 2019). 

In addition, the urgency of strengthening regulations is also related to the increasing 

practice of surveillance or digital surveillance which has the potential to disrupt the 

balance between state security and individual rights. In the context of the rule of law, 

digital surveillance must remain within the bounds of the principles of proportionality 

and legality. However, technological developments allow for large-scale data collection 
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that can blur the line between security interests and privacy breaches. This shows the 

need to strengthen the principle of constitutional safeguards in digital regulations so 

that there is no abuse of power in cyberspace (Safiranita et al., 2021). 

On the other hand, freedom of expression in the digital space also faces serious 

challenges due to regulations that have the potential to be multi-interpreted. The 

Electronic Information and Transaction Law (ITE Law) as amended by Law No. 1 of 

2024 does aim to create order in the digital space, but in practice it often raises concerns 

related to the criminalization of expression. This shows the need to strengthen legal 

certainty so that there is no excessive restriction of constitutional rights. Studies show 

that the tension between freedom of expression and digital regulation is a classic issue 

in cyber law that requires a human rights-based approach (Turner et al., 2022). 

Furthermore, the urgency of strengthening regulations is also driven by digital 

inequality (digital divide) which causes not all citizens to have equal access and 

understanding to digital technology. This inequality has implications for inequality in 

enjoying constitutional rights in the digital space, such as access to information and 

public participation. In this condition, the state has a constitutional obligation to ensure 

that digital transformation does not widen social gaps, but rather strengthens digital 

inclusion as part of human rights protection (Aditya & Al-Fatih, 2021). 

In addition, technological developments such as artificial intelligence (AI), big 

data, and automated decision-making algorithms also pose new challenges in the 

protection of constitutional rights. The use of algorithms in public services and the 

private sector has the potential to create bias and discrimination if not strictly regulated. 

This shows that the current regulations are not fully able to accommodate increasingly 

complex technological developments. Therefore, more adaptive and risk-based 

regulatory updates are needed to ensure that the protection of citizens' rights is 

maintained (Nemitz, 2018). 

In a comparative perspective, countries with more advanced data protection 

regulations such as those implementing GDPR show that strengthening regulations is 

not only related to the formation of laws, but also includes strengthening regulatory 

agencies, algorithmic transparency, and broader individual control rights over their 

personal data. This shows that Indonesia needs to strengthen not only the normative 

aspect, but also the institutional aspect in the protection of constitutional rights in the 

digital space (Sinaga & Putri, 2020). 

Thus, it can be concluded that the urgency of strengthening regulations for the 

protection of constitutional rights in the era of digital transformation is not only 

normative, but also structural and functional. Digital transformation has created new 

forms of rights violations that cannot be fully addressed with conventional legal 

frameworks. Therefore, it is necessary to strengthen regulations that are not only 

responsive to technological developments, but also proactive in protecting the 

constitutional rights of citizens in the ever-evolving digital space. 
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4. | CONCLUSION  

Based on the results of the analysis that has been carried out, it can be concluded 

that the protection of citizens' constitutional rights in the era of digital transformation 

is an increasingly complex and multidimensional legal issue. The development of 

digital technology has shifted the space for rights protection from the physical realm to 

the virtual realm which is characterized by the increasing use of personal data, digital 

platform-based interactions, and the dominance of algorithms in various aspects of 

social life. In this context, Indonesia's legal framework, which consists of the 1945 

Constitution of the Republic of Indonesia, Law Number 27 of 2022 concerning the 

Protection of Personal Data, and Law Number 11 of 2008 concerning Information and 

Electronic Transactions as amended by Law Number 1 of 2024, has normatively 

provided a fairly comprehensive basis in protecting citizens' constitutional rights in the 

digital space. However, the effectiveness of its implementation still faces various 

challenges related to law enforcement, regulatory harmonization, and institutional 

readiness. 

In terms of regulatory effectiveness, it can be understood that although existing 

legal instruments have accommodated the protection of basic rights such as privacy, 

freedom of expression, and personal data protection, there is still a gap between legal 

norms and the reality of practice on the ground. This shows that the protection of 

constitutional rights in the digital era is still at a stage of development that is not yet 

fully optimal. Meanwhile, in terms of the urgency of strengthening regulations, digital 

transformation has created various new risks such as data misuse, excessive digital 

supervision, inequality of access to technology, and potential rights violations through 

algorithm-based automated systems. This condition confirms that strengthening 

regulations is not only a legal necessity, but also a constitutional need to ensure that 

citizens' rights remain effectively protected in the ever-evolving digital space. 

Therefore, a more adaptive, progressive, and based on the principles of digital 

constitutionalism is needed, where the state plays a role not only as a regulator, but also 

as an active protector of citizens' rights in the digital ecosystem. Strengthening 

institutional aspects, improving digital literacy in public law, and harmonizing 

regulations are important steps to ensure that digital transformation does not weaken 

the protection of constitutional rights, but rather strengthens them within the framework 

of the modern legal state. 
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